Annexno 1
Request for proposal no. 6/eCAUSIS/2024
Technical Specification

Subject of the order:

The subject of the order is consulting on the practical and/or security requirements of integrating QKD
systems with telecommunications infrastructures.

CPV Code: 72220000-3
Description of the subject of the order:
1. Main goal:

The main goal of the action to be performed is to prepare the QKD system and Consortium for Common Criteria
certification process, in accordance with the best standards and practices.

2. Essential tasks:

Timeline | Task description

Suggested: Preparing a 1% iteration of the Security Target document, in close cooperation with
October 2024 - the Orderer. The contractor has the possibility of making use of an existing draft
November 2024 strycture prepared by Consortium.

Expected outputs:

- The document in Word format - the 1° iteration of the Security Target,
including at least a detailed structure (in a form of easy to understand
content to be filled in) together with a list of referenced and related
documents.

- Presentation of results, in particular of the CC framework and approach to
addressing PP ETSI 016 (e.g. PowerPoint presentation or presentation of
the prepared Word document with discussion of content).

Suggested: Milestone 1: 1% iteration of the Security Target ready.
End of November
2024
Expected framework of cooperation:
Series of workshops with the Orderer and current status information:
- monthly workshops — presentation of work progress with discussion and
remarks collected and registered by the contractor;
- Milestone 1 workshop — presentation of work progress with discussion and
remarks collected and registered by the contractor;
- weekly short on-line status meetings and/or status sent via email.

Current communication via e-mail. Current versions of the documents updated at
least weekly to the Orderer’s Sharepoint. The documents discussed at workshops
are updated at least 2 working days before the workshop.
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The Orderer will provide information on the technical nature of the QKD system
designed in Project in a form of presentation, high-level documentation and on-
demand feedback.

The Orderer carries out acceptance of the outputs and achievement of the
milestone.

Suggested:
November 2024
to maximally July
2025

Suggested May
2025
Maximally July
2025

Preparing 2™ and 3™ iteration of the Security Target and gap analysis, in close
cooperation with the Orderer.

Expected outputs:

- The document in Word format - the 2" iteration of the Security Target,
based on the 1 iteration. A comprehensive document, where all main
issues are covered, but the document could contains some not completed
paragraphs.

- The document in Word format - the 3™ iteration of the Security Target,
based on the 2" iteration. A completed document.

- The document in Word or Excel format - the gap analysis of missing
formal and practical requirements for IT systems. The document provides
a list of documents to be prepared and collected, as well as,
recommendations to additional actions to be performed by the
manufacturer/developer of the QKD modules: QKD transmitter and QKD
receiver.

Milestone 2: 2" iteration of the Security Target ready.
Milestone 3: 3" iteration of the Security Target and gap analysis ready.

Expected framework of cooperation:
Series of workshops with the Orderer and current status information:
- monthly workshops — presentation of work progress with discussion and
remarks collected and registered by the contractor;
- Milestone 2 workshop — presentation of work progress with discussion and
remarks collected and registered by the contractor;
- Milestone 3 workshop — presentation of work progress with discussion and
remarks collected and registered by the contractor;
- weekly short on-line status meetings and/or status sent via email.

Current communication via e-mail. Current versions of the documents updated at
least weekly to the Orderer’s Sharepoint. The documents discussed at workshops
are updated at least 2 working days before the workshop.

The Orderer will provide information on the technical nature of the QKD system
designed in Project in a form of presentation, high-level documentation and on-
demand feedback.

The Orderer carries out acceptance of the outputs and achievement of the
milestone.
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3. Additional tasks:

Taking into account the R&D nature of the eCAUSIS Project, the Orderer anticipates the possibility of
appearing, during the execution of the contract, the need for additional consulting work or extending the
scope of the essential tasks, described in section 2, by additional consulting work. In such a case, each time
after agreeing on the scope of additional tasks with the contractor, an order will be formulated containing
information on the scope of work and expected labour consumption. The scope of the consulting will
include practical and/or security requirements for integrating QKD systems with telecommunications
infrastructures.
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